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Abstract (Basic) : EP 932272 A2 

NOVELTY - The apparatus is capable of evaluatingencryption strength 
independent of any specific decodingmethod and finely analyzing the 
behaviour of encryptionconversion. 

DETAILED DESCRIPTION - The apparatus includes astatistical data 
sampling program executing mechanism f orstatistically obtaining 
correlations between individual bitsof input and output data of an 
encryption device to beevaluated. The apparatus also includes a 
statistical resultstorage mechanism for storing the bit correlations 
obtainedby the statistical data sampling program executing mechanism. A 
statistical result edit and output mechanism is included toedit and 
output the bit correlations stored in the statisticalresult store in 
the form of a table or a two or threedimensional graph. 

USE - The apparatus is used to evaluate the encrypt ions trength of 
an encryption device. 

ADVANTAGE - In the apparatus the correlations betweenindividual 
bits of input and output data can be displayed asvarious graphs such as 
3D contour graph. Consequently, detailsof the behaviour of encryption 
conversion can be finely andextremely easily analyzed. This allows 
accurate evaluationf easible . 

DESCRIPTION OF DRAWING (S) - The drawing shows the whole 
configuration of the encryption strengthevaluation support apparatus. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To provide a cryptographic robustness evaluation 
support device which finely and easily recognizes behaviors of encryption 
conversion. 

SOLUTION: An evaluation object data group generation means 101 generates an 
evaluation object data group including an evaluation object program, 
evaluation conditions, etc. A statistical program library generation means 
102 generates a library of various statistical programs. A statistical data 
pick-up program execution means 104 takes the evaluation object data group 
and statistical programs as the input to generate and execute a program 
which statistically obtains the correlations of individual bits of 
input /output data of a cipher device as an evaluation object and stores 
statistically obtained data in a statistical result storage means 106. A 
statistical result editing and output means 105 edits correlations of 
individual bits stored in the statistical result storage means 106 into a 
form of a table or a two-dimensional or three-dimensional graph and outputs 
it. 
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^^rii^O-r^^^M^^^fV^ (Xx^7°9 0 6 ) , -iEtco 
ft, g#^j^Tl-^ (^fy/9 0 8) o 
[0 0 5 9 ] Hi 0 4r#flS-r*tttW-f ff — ^«Bi^p^ 
....9A4 0 6 H:, ^ffi^c^p • 

(SB) #«4 o 5KJ;oT^ja*ttfcft^fi»'SJxS 

^ A0 2-A0 9^I!:llftt^ o 

[o o 6 o ]'*rifi«rft, MWf '-^fifll«W«rtT 5 

U7 : J//A0 2) . ;©^7 1 5'7 , A0 2t, ^T^P^rfl 
(^llC^ff^-^^it^P^^ A*fr r »T*a3ffi5S?f*« 
4 0 4t^coya A^BffS^-^JftTJt^SrtlliJb/t 

(^77^03, A05) , -^^-e^L^^s/^AO 
4, A0 6^itt^* 5 > ^RBl^ci^^A^'filt •■ 

£tt (SUB) ^«4 0 5^(b<omW) (SB) Sr»^rs 

5^ [0 0 6 1 ] ^f's/^AO 7lC*5V^Ttt, l^fffi^— ^ 5r 
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£j#r£o tut, *<Dwm j ?*-*&m^xwm#*L7 t 
9) . vmr-fiotoMb 

«ttf^o^^A^^ff^-^srffjs-r^ 0 has* 

B*S**Re£JvCV^*»§\ ^fj//AO 7-AO 9 
J: & WLWf— * tt»ffl*ffC»* $ jLfcfMMI 

X-r-/^A 0 2i:-lM^ :OXfj//A 0 2fcC*SV^ 

^tff^— ^ ^«St*«EfTi"^<< XTJ//AO 7 —AO 9 

[0 0 6 2] X^y/AO 2tC*J^T*Efr?* — 
o^AO*»fJi^©WJ»^--#S:*abfci:#tt (x 
^y/AO 3TYE S) , tMTXf jy /AO 7-vA 

*^°n^^^^p^^tS^$r^m-^^^^i 0 6K 

7*A04) , *J»^— ^S»*tttX^-y^A 0 2 

i5'A 5 *ta**b*V^-g', *^»f UTV^ttV^WfiffiJiBiS. 
¥bixtf*^»ffi*BtC*t-UX'f'y / AO 7 — AO 9 £3! 

*>f*H\ W^^5:*tbb/t<>>X7 L y/A0 7tCiiAy-C 

[0 0 6 3 ] ^fi//AO 2iCib'V^^T^^$r^tt}L 
fckSH Uf^AOSTYES) , «E«-^^««t 
/a^?,A»fMett#«:4 0 3 H^Til^ffir^OiK 

6) . 

[0 0 6 4 ] B 5 «r#BRr « i , «t«-»*«*U*#« 

1 o 5<z>-«H\ *fltto3l^«5 0 3 k, ««*«rfflf* 

5 0 6 fc ?:f LXV^c 

[0 0 6 5 ] *»^»ffi^-*«*U;fc*« 5 0 5 tt, 
tttH»**#!¥« 1 0 6UL»tt*ftfcjRf^~*, o£ 

[0 0 6 6 ] &ifc7ti!fy 7MMmZt^& 5 o 6 te, KM- 
l 0 6lc»^^^S£lff :f -^$r2»5C7c^ 
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[ 0 0 6 7 ] *Ifti¥R5 0 3 11, Sttff^ffi^Xf 1 ^ 
»]»#«1 0 3 li^Oglf ^ot^f^rtf 

& 5 0 6 tftHB-T 4 #IC *EfHS**tt¥« 1 0 6 IC 

.**, */J\ 

[ 0 0 6 8 ] fttc^Xfto^nopf «9ftAfF«5[«St1K 

<£> sr , »#y o ? ? a * k* <o Mmt z m trx mmc 

(1) mmrn 

(b) ffffi#*5*~#»*>JMl ' 

(2) *£ff^-*<D^& 

(b) m^-^u^^^yj^^^m 

20 (c) Scff-^-^a^/ni/^^^HM 
(4) 

[0069] (i) mmm 

^fc-^t^tfya^^^:/^ y 3 o 3 Zifmcmif® 

[0 0 7 0] (a) tttf/a^9A9-f y<D!S«f' . 
30 SEff/o /9 y 3 0 3 ^^j^SfjfcJttW-^-ia ^ ; 

3 o 3 tcii^r^o £iT<omwx\t, m^^^^y^t 

f^jasix, «ii-/b ^9 ^ y 3 o 3 
[0071] (b) -wmttMLif—*#<Dtim 

2 0 3 Lt^EtS. 

[ 0 0 7 2] Hi 1 (CM ictosoft Visua 
1 C++ 4.2«r«orffjS;bfcWfflB^*/c2 ifyj*<o— . 

.m*7jkT* ^<&m<owffitt&yvi?yj*xn^ w-x (t 

50 e x t ) ICSt (masterkey) SrSMHlWIIfcaiP L 
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jfcfc0>3SrBF#3C (cipher) 1 1* S.Bf ^7 A** U X 

[0 0 7 3 ] 012 i£M icrosoft Visua 
1 C++ 4.2*&<>Xft&VtzWM&ft<0—m*mTo 

«^»if£7)^T, »/BSLft$<— K, A*-7*~ 
^JflSLfti'— K, ^tfs/h^, A*?*— J**© 

0 # A2> ^ - * * {*r tm 8E h -t* s s: ^-r ^ - * « je © 

ft, fBT0tf»rsrfc^4r-^— K^>A*ft««r.ff 5A* 

[0 0 7 4] 013 iCM icrosoft Visua 

1 C++ 4.2^«otMb^ WflfiaMfe^a^Afc 
Sctr:/* J*b 7^ — ^HftoRseffJS:^ 

row-ctt, *tH?«ffl^-f ^BBfti: bra v a l 

anche () iorelation () re 

lation () balance () ; <£>£-lH*4 O 

*«W-fPfiffi,BB^-r ^BBfttt, @12t^M*t 
*X»3£*H:fc»tta«v'— K, AA^— ^JfiSLftS'- 

it, 0 1 2 *<£>g|Otrs/ h^, A*f— *:/n i/^cotr 
i/-h*fc<*5- 01 2^0®^StH}ft, f-tm 

[0075] & 1 3 ©«-ctt, mwrwmKm**t> 

ICfFffiSt&^n ^AtPMttb ItWAf-^ SrW^H 

o 6 icaAi-s. 

[ 0 0 7 6 ] (2) — 

(a) «ff^-^«*.^a^^^(0^j«i:iB» 

/6 0 3) , tttt^— ^?AJSfT#«l 0 4 
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6 (^T^iy /6 0 4) „ 

[0 0 7 7 ] Jttfff*— *«Bl^ci ^7Aifr¥Sl 0 6 

4 o 6 j&M*j£ffr#S*tTi^fci^tN Ifctrf**- f&WLy 

10 0 4 ) . 

[0078] **&:^n /?At« : j£«f ; <:w 

18) fg4 0 5tt, ±EO^P^?^t*t»*tSl 

l 0 l ^WfllSa"CV^fP«»*- 

*#2 0 4 i:«ctf y £j##U£l 

0 2^!»4»S^T:v^JKtf^ , a^9A9-f y 3 0 3 
* o^S* IKIf^B ^ 9 A i * A* U 0 l 0 tc^. b*: 

(^fiv7 , 8 0 4) . w^.KW-f*— ^»*>^_a^ 
itf ?A4 o 6 a>£riSWHC H l l Icffj^b/tJ: JftWli?^.. 

H**5J:t53K«-^n^9A9W^^y 3 p 3 *0>wm?; 

»■(««!) ¥*4p5ii, ro**uyfc*tfy^»* : 

7-uy9J»4 0 6&&W}-rZ> (^y^y^S 0 6) . 
[0 0 7 9] a«*^j8»*^fc*«-f*r-^«*rn^ i 

(X7S//A07) , :Oti^H/tM^: 
30 **A*^~*fcr*l¥ffi#*^a^A<Dim (Xy 1 

0 9) £rfr5o B13 0W-CH, *ttfflffl^-{y|!|* 

avalanche 0 ;, iorelatio 
n () relation () balanc 

40 [0 0 8 0 ] #»H S -^f 112^- 
[ 0 0 8 1 ] (b) mWr J f~<?&%L7*?7 AO**Wf 
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[0 0 8 2] *flsA*5#a**4r»a*t-S t % ttfffffffi 

(*^3>:/6 0 4) o 
[0 0 8 3 ] #EfH^~*&&7°e ^7 AHfr3MS:i 0 6 

(iV^^fj/^ZO 5) , ***:/p^ A 

+ »• J»T*3ffi3MT^*4 0 4\C#L,X7vi?7J*<D<P 

6) . 

[0 0 8 4 ] ^^A^^T • %k7%m 

**rl8»r£i: (H 9 *r y 79 0 3 ) , 
^Rft^a^?* 4 0 6 3&s-t*L*TlC«Sibrt«^ 
* v kc&ft ttv^-^ fc*mtt*ttiWi** 10 611 

«l 0 6 ^I^DrMo^!/* 

4) , ^fta^n^?^ 0 6 IC^LT^HPrJf 

[0 0 8 5] i&tf-^— PUm^n ^^4 0 6 14, ±12 
©^WS^Sr^l-MSif*— ^«r»«li-*i: (Hioox 

0«^^^tfi^^:«^¥mi 0 6 S^RB^- 
^<p»*lC«i*^»»tS (Xf^A0 4) . *L 

tr, ww^-^^ft^tb^^i/^Ao 2\cm*). ~<o* 

ft*V^»-fi\ &<DWffim%\C^^X XT >y7*&0 7~A 
0 9 4rS6fT-r^. 

[0 0 8 6] (c) SEW--?*— ^«7a ^ AO^I 

^mt^x cowman (o^m^^wr^ftm^\ sm^* 
[0087] »f«j&5R*s«4:»^-r a t > mtmm 

''>^^AfW»**l 0 3 tt^Ojf^SrBIHU (0 6^ 
WtS (XX5/7°6 0 4) . 

[0 0 8 8 ] mWr*?— $&Wl7u ?y J*Wri^$k\ o 4 

I7^f ^7 0 3) , ^W/o If? J* 

0 4) □ 

[0 0 8 9] 9 J • j£Hj (W 

BR) 0 5(4, ±|Bco^p ?yJ*f&M (SB)' *» 

**«»-rai: (hso^s^s o 
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5) , mWr J f-#Wk%L'7ny? A4 0 6tC2tUTjgIfr 
(USB) 4rJ»*r6W»^^4rafti-r6 (^77^8 

06) , 

[0.0 9 0 ] ^fff-^tt/Qi/^A4 0 6 14, _hBB 

i o 6 ic«»br*ofc*isi(ofil»^S! 
'""&:/'« ^9 AWHffl flBV^Xtt^*«tT U : ffMB ' 

10 (^7S'7'A07, A08, A09) „ 

[0 0 9 1 ] £i_h^J; 5t-**«I^«tt-CJ4, 3L#2l*T 
^OffffiJg g Ko^T *Wr Ut#c<Z>fFflfiJI g £ 

»3ffi*ii:*r.4:^-ct . l oofffflKR g icgg-f £#cff 
.....5*— ^OJR*lCW:ifcS SflEottBB 365*^5 -com 

nn®m/f>, my>^mt»T»m^mmi:nmvx 

4^/t^££5l-UTkSv\ r^SSIMtcj: "9, |*<ffi 

[0 0 9 2] Hi 4|C*^SS«^*^^*^S^JK«-. 

^-^^^t^p^^ Ao3SfTtt«©— . row 
-Ci4. SfEffi^fc* — KXSk U jgib 
^i4 encript=2-^^ KO^*^ ^^^^14 [E 
SC] ^-cO^T"CtT^ ib©t LtVN^e [SP 
ACE] *-«r*TT.-t-*ttf, mffi^tT*^f?ffiiiBlco 

5l^iotV^o 1 4"Cf4, e n c r i p t ra 

mS£0«?i:*^*^**LTV^5. -toft, [SPAC 
E] *?ifT*^T*5 9, f 3, 4ff BfcC^Sfr&J; 

&*X<Dmft\El$k (^—±^y L —^ t -*fTllI«/») , 

[ESC] #-4«}fT*ftt*5*), T/<^ Vv^M^ 

[ 0 0 9 3 ] (3) Rtf^— ^<^HiA 

o 3 »±-t<Dje^fcBSlfeu (metDxryye 0 5) , & 



19 

0 5©*fl(MfS5.0 3ll, mmir-f *%.misXffi 

[0094] ffiiiiafcSWfflfi^B^ov^ir, S^Sfctf-S 

»1*«5 0 3 ttKti-tt AttM^ft 1 0 6^&8ttffffi 

s o steals, a^wflt^-^w* 

y ^*[cm*}T%o &mnb trttWitfM i c r o s 

oft Excel97 iffifflt^It^-C^ 2> 0 
[0 0 9 5 ] Hi 5 ICM icrosoft Excel 

9 7o**^c**braiAbyfc«<o«ij«:^-t-; HHK 
*sv^r, l 5 0 l <^W^!65»fflB»*4:3fcJ5Pt#S5«<OA 
ffl*?*'-* <0 tr b r t ©«HB«Sr*t*ttf-# £ 

r.<o»oKfc#(cia«*^rv^*o, i, 2, ••• 

fc»-&^>4**^W* tf y b<o [RfiEUfc-^SCIgUfr] 
-C£>£„ 1 5 0 2«9ffl#ttS#«ff*fc^U ¥ 

*s. *>k »«. ^^ffi^, 9 5%flr«En3e>su 

^f^hXV^ 9 .afc*?, value l±{g, x S Dtt (ffi- 
a , deviation width 

[00 9.6] Hi s^r/^^^i/^tti^a-^^-^o^ic 
*5v^r, iEw^^ **ttttiSttAA try b^ttj* try b 

ttXfctr -x bj&>*#nc&&o-ci^*v>r fc£^u fsr^ 
#»*4fu:j: 0 WKSftS^fl&ttasfc *k K*tttc»v^ 

<o&mm\cmt) try bass«r**sa s o.5tci6v^r.i: 

* **ffi<0 £ 46 * W-& ;&> £^ 12: if Pf -g-SSAtt SfeV ^ t 

ffla 5 #ftUTt>¥^ffttciiotcifi< *s»-&*s*>0, W 
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51* ^ffiofffflKK @ tcov-r fc H £-C& £ 0 
[0 0 9 7 ] £7t, * j8JSO««8"Cll, HP #8«©A« 

H\ 3 D*i««l*irj6S*)S. r©£5*^9 7JI0^ffl 
Stt, «ttfl?ffi'>^x^$W#g:i 0 3^lxlffli^6 

ft» <#JU : m , W*U* (*M : ?"J) , ^K«> 3 D 

J: 5-lc*oTV^£. 

[0 0 9 8 ] tfc^J&^^Sftfe^^^^aSi*^' 
t^f^ft jKtfffflB^^5rAft9fW^«l .0 3 

[0 0 9 9 ] *ft5c^?7**a*#Sk5 p-6tt;VjB* 
^.tfM icrosoft E x c e 1 9 7 <D%\&<>f j y 

5tf [0 1 o 0] Hi 7lc*^9 70«^J«:^-ro (a) . 
3&«3 D«i«iBl, (b) 3 0«j«|ft CRIE) . (c) 36?' 
(d) isjfjl* (»?»J : m , (e) 

[0101] H 1 7 (a)c03 D^i^iSSli, Atti^I^— 

<z>^-^, x$6lc^A^ try b^g^ *> 9 yW: 
ta ^ rsp^j ^i£< *5J:5^filM"*-S, Sot, iSv^ 

Htt*sa«atc^*v^r. t*^u v r^p>tt(srn,t>«wtt 
^ZM^TZo ¥i^fiA^try bcos:teB#tc:tii^ 

iTy b365S<Ei-6**A5 0.5^CJav^r.i:**U, av^tt 
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[01021117 (b) <7>3 D^PSSjl (R(E) tt, B 
H (a) <DZ D^S5i»^UJt^«:SigblCb^it>^-Cfc 

^t$5 0 Hi 7 (c) <Z>miK8Ltt. mm (a) <D3 D 

i<^^XV^^ B 01 7 (d) tlRB (a) 03D 

9 7, Hi 7 (e ) Ilia IX 3 D«E«i»Ofta©»fWS: 

i»cr>*fflBP^r J: 9 1* IX «§t aiRlcftSco. 

[oio3] ~<o£ $ fc#js«o»tt-cf±> m-%mw:<o 

[0104] (4) *&T 

3Mfcl 0 3 li-£<E>*i;^£ifcg&b (|6^f^6 0 

7) , ittff^— ^a*^B pj&nft^&i 04ic*fb 

[0 10 5] tttf^'— ^ttST'n 0 6 

Ojl!^-#*»^B ^?^t«f «4 0 3 tt, Jb 

15 co 7° o ^ ^ a Mfto mT £ Jf^r * »J«Pf - * SrffifiK 
*T5i: (|7O^fs//7 0 7) , *«*;/ia 

#r • f&Ttemmn^m* o 4^.t^^tf^-^ 

/* y ? A»f|s<Dj|*T Sr»*tSM»f-^ £iS*a U 
^ftS/o A 4 0 6 *»&i|»Ta*q* s W5fc 

[0106] ^cm-^-^^^^a e» (s 

4 0 411 ±ISO^p ^9AttffO»T«r»^"rSWS|l 
f — *£f&9fcf££: (19^^77/9 0 5) , SEff-f 
— ^ftR/*:/?^ 0 6 tC#bT»T»^*^r»JW 
■9*— ^Sriifclb (^f5//9 0 6 ) , B#0*Q.3a«:*IT 
"TS 0 8) o 

[0 10 7] Stiff— ^fcRBtT"* ^7^4 0 6tt\ ±15 

TJ'/AOStYES) , Stfff— ?JJ>3h 
4 0 3 U:*frbTJI*T*»*nU B#©»fts«r 
f&T1-Z> Ufj//A0 6) c 
[0 1 08] Si 8 tt*#W<0l**«&WffiX«Ktt<0 

suosiftojRttoflijaH'rfc*. r^wonff ^sugfFfffi 
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t°n- ^#{£l 80U, ^£03yt°^-^*#l 8 0 
li:gg$tl/tCRT 1 8 0 2, *-«-Kl 8 0 3, 
7^ 1 8 0 4, »»f * *^«Bl 8 0 5i3j;l/iaSk 

MEttl 8 0 6 i:-c»jasHrv^4 Q -ia»jai;«:i 8 0 6 (1 

CD-ROM, 

^^^SrlS^b-Cfc^o tS^jS^l 8 0 61C|5®^^^ 
0 1 l^tt^ii*^ ■ = y^a->? 18 0 1 <£>Sj^£ 
l-Hsic^b^Wffia-*^— ^W^¥49;i oi, « 

-8104, KffjB*«AU**«i o 5**^*3^iia 

r #<> **>\ m i <ojtt«-«»»#ft#4s; loe nfls^-f 
X^gf 1 sostis^ns, 
[0109] &±**K<o**<o»i«^ov^rRW b/t 

-*©tfy hrt offiB8H«4r*«>S «t IX*>& 
of t *ff la If-^ 4r«*t 4 i & 

[0110] 

l«Sf30>«i*] £JlJ:RWbfc*IBM®»#M«WfflfiX»'. 

30 [Olli] #S^*K*^«#b*v^»#Mia©ff 
_ _ffij65tf*.S, «*K«<oAtti;af--*<0ffl 
MBB«^#B bfc«tfM*fffflES:fT5^6>-C*>.Si r<0 

^..fi^^Itg^, »»»KjSfe^««bft:fffflfi*-ftli*J6 

[0112] «*fls2E*<D#«i«: * »jW36*< ffig-T 6 r 
H^n 9 -t©a*tt, »fflfi»*t*SrtF*3S«OA 

[0113] B»#fk«*<o#»ds»aic*ea-ct ^ Q 

©lilt ffffi»*fc*5»#iS«©Aai*f--^©tf 
50 3&K<vy7 7m?X:{CM$klsXMJ3TZ>?tib, MW* 
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24 






[Hi 2] fMB*f*<Z> — Wt^tH"C*5. 


[0114] tt*©B»*»tto«F*it*ott:|Jd5#*-C 




[Hi 3] MM/o^7AtiH-/p^7Ai:^ 








y h k o ffl Bfl 4: ^ *H t*«^|Rl 




[Hi 4] S^KWi^^^^S^aiKW^--*** 












[Hi 5] jK^-#*«*urUJAU^:ao««r*r 






H-C&5, 


[0115] nt*SS«OR«-dsa*Wlcff*:S. *oaa 




[Hi e] ^7 7(oss^i:e5 ryjymm} ? 












[Hi 7] «ctf^-^?:«i^Lrtli*b/i:^ao^^^ 












[Hi 8] **W©l»*»*Wffi*»»ttoM©*JlE© 


*jE3&»6>»ffi*-c«r— a<of^*t urft?- kds-cta 












[BBo«*4B!B] 




i o i -ffflB5sr*5*— 


[Hi-] *»W©»*M*Wffl3£a««©**©»tto 




i o 2-«tf^a ^ v±tfz^%> 


:/p ^HT;fo3 0 




l 0 3 -aw-Wfiffi^^^^fliiJW^IB: 






1 0 A-jRW-^-^SS^o^^ A*ff#« 






i o 5»-JK«-tt*JH*a*#« 


IBs] tt«-^cz^9A9-f y'***«©*ja«sr 




10 6-«H-BMM¥« 









[84] iKW^-^iK^n^^AllfT*!!:^*^* 




2 o 2--T ^^7*-^H»R**« 












2 0 


H"Cifc£a 




3 p i -iKlf^o^?A?/f^ y £j*^|£L 






3 0 2-S*«|g7'f 


^^■■Y — >-C*><5, 










4 0 3 -^Mf?*— AttflsE«^«- 






4 0 4-«|ff ? ^R8^B^9AfBf • J*T*&3»3Mt 


[H8] mWrr—fMrnjrjAaLgt • fitt (Si) 










4 0 S-iRft^— ^«*^n^r^ A^fiK • jBU (Si) 


[H9] *tf^— ^«S^o^9^*6IPr • »T*aasitf 






#^Oft^^JS:^-r^ p— h-C&£o 




4 0 i?«gi^n^^ A 


[Hi 0] itttf^*— ^«*^P^9A05»f^«Sr^r^ 




5 0 3 •••»ffl*ia^S 






5 0 5-»****ffl^~*iB*Hi*^S 


[(gill ^ AO— «*;5*1-B-C*>a. 




5 0 6 -**5c^^7«*W*#« 


[[ 


ill] 



/*«i¥X*E0RU C32bi ts/block) */ 

unsigned int masterkey; 

void encript (unsigned int *test, unsigned int *cipher) 

{ 

♦cipher 3 *text * masterkey; 
) 
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[Hi ] 

101 



JL 



JL 



102 



JL 



103 























^ 105 




1 


106 































w 



104 



[H3 ] 

jj 102 ttBt^om^'f^'mfsai 



S02 



9* *9!J 



303 



[016] 



^ 301 






103 












ttttfffc 



[12] 



101 mfi*tft?-*W£tt¥tt 



JL 



201 



202 



203 




204 



JL 



[■4] 

104 ttSfx-^SWra^^AS^tt 



403 



406 







7a^A£ja 









404 



- H7«S3 



406 



106 



(15) 
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[15] 

£✓103 



( m T 



60 1 



105 Rtt»3JRSS5ffi»¥» 



/I 



EOS 



SOS 



508 



106 



IH7] 



702 



1** 




704 



70S 



708 



5) 



602 




604 



6 06 



606 



»7 



[H 9 ] 



( ■» ) 



90 1 



1 



802 



#5 




904 



A3 



907 



90S 



(16) 
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ims] 



[010] 



8G1 



802 




804 



aoa 



808 
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B:¥Temp>encript 

Avalanche(V4.0) test start! Fri Aug 08 14:46:28 1907 
AvaUnche(V4.0) Fri Aug 08 14:46:37 1997 

Count « 2" 14. 322(0. 24Jt 2276rps)--> [+1:01:17] Fri Aug 08 15:47:54 1997 
SAVE: ava.sav RESULT: avajast^xls 

Input/Output hit Relatlon(V4.0) test start! Fri Aug 08 14:46:43 1997 



B:¥Teaip>encript 

Avalanche(V4.0) test start! Fri Aug 08 14:47:40 1997 
RESUME: ava. sav 
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^include <conio. h> 

typedef unsigned in t uint; 
typedef unsigned char uchar; 

void fKeyBlk(const uchar t)\ 

void fDatBlkCconst uchar t, uchar *) ; 

extern void avalanche(void) ; 

extern void balance(void); 

extern void loreUtion(void) ; 

extern void relation<void) ; 

uint dKeySeed = 9705150; /<**IBiURS/- K*/ 

uint dDatSeed = 9705151; /*A*f f -^.fflSB»i>- K*/ 

uint dKeyBit = 32; /*V&>X? 

uint dlnBit * 32; /*A^r-^^ov^ot*ylS*/ 

uint dOutBit = 32; Atii^^^n^oh^ hg*/ 

uint dKeyCnt = 6; /*®$mmL: V (dKeyCnt) m&gti*/ 

uint dDatCnt = 17; /*^-*g£HIII$fc: loolfcdog 2 * (dDatCnt) E®gr-r&*/ 

uint dKbCnt = 12; /**-#-.KA#Bfflim: 2 • {dlKntJBWW^lS*^**/' 

uint dSavCnt « 31; /*gf*&#R3f^ 2* (dSavCnt) BlrtWicfliflp^* * / 

extern void encript (unsigned int *, unsigned int *); 
extern Int key; 
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/* * ****** * **** * * 

* Kino smmsn>^>Hst 

************** */ 

void ntain(void) 

{ 

avalancheO; /*T'*5 V5/ Al8*ffi*1Sfn**5 */ 
iorelatlonO; /*AjBAtf* hlWtrF^Xffr»*/ 
relatione); /*ffl^lfy hHBWmB^Xfft'S*/ 
balance () ; / * / <5 >X»«*HFrf* * / 
} 

J^C )£c 5jC SfC 5f* 50* ifc 3^5" 50! 

* fKeyBlkO tt«tf|fc> TAUKhS 
********** * * ******/ 

void fKeyBIk(const uchar tinkey) 

{ ■ . 

masterkey = inkey [0] «24 I inkey [1] «16 I inkey [2] «8 I Inkey [3] ; 
} 

/**************************** 

**************************** */ 

void fDatBlk(const ochar Mndat, uchar toutdat) 

{ 

uint text, cipher; /*AtB#ffi7-?^©£i6*/ 
/*Ajjmo-5&&lc indat [] QrtS*^tf-*f 

text.= indat [0] «24 I lndat [1] «16 I indat [2] «8 I indat [3] ; 

encript(&text, &cipher); 

/*di^m*:outdat □ lcnt 0 --rs*/ 

outdat [0] = cipher>>24; 

outdat [1] = cipher>>16; 

outdat [2] = cipher»8 ; 

outdat [3] = cipher ; 

} 
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